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AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior, versions, and listings, of claims in the- 
application; 

1, (Currently Amended) In a system wherein a digital signature is attached to an 
electronic document and can be isolated .from the electronic document such that the electronic 
document is no longer digitally signed, a method for digitally signing the electronic document 
sucli that the digilnl signature is embedded in the electronic document, the method comprising 
acts of: 

creating an electronic document by providing content for the electronic document; 

inserting a signature block for each sign e r perso n that will digitally sign the 
document, wherein each signature block is embedded in the electronic document and 
each signature block has at least one or mor e attributes, the gtleast one or^moFe-atlribules 
including a signalurc attribute; 

when a signer perso n digitally signs the electronic document, filling somo at least 
one of the at {cast one oinurae attributes before generating the digital signature for the 
electronic document; 

generating the digital signature such that the digital signature includes the filled t& 
least one or-mor© attributes; and 

placing the digital signature in the signature attribute of the signature block of the 
signer per son digitally si gningJhc el ectronic document wherein the signature attribut e 
corresponds to the digital signature of the p erso n digitally signing the document . 
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2, (Original) A method as defined in claim 1, wherein the act of inserting a 
signature block for each person^ further comprises: 

an net of inserting a notary signature block after the electronic document Is signed 
by a primary signer; and 

an act of inserting a. recorder signature block after the electronic document is 
digitally signed by the notary, 

3. (Original) A method as defined in claim 1, wherein the act of creating an 
electronic document fmlhor comprises on net of inserting information about each person that will 
sign the document, wherein the information does not include a signature block. 

4, (Currently Amended) A method as defined in claim 1, wherein the act of filling 
some at least one of thy at least one prmoro attributes further comprises acts of: 

illling a dmestamp attribute with a time and a date; and 

filling a signcrnamo attribute with a name of the signer person digitally signing 
rtjc.dpcumcnt, 

5. (Currently Amende*!) A method as defined in claim 1, wherein the act of filling 
some at least one of the at least one 0 1- moro attributes further comprises an act of filling a 
certificate attribute of the signature block. 
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6, (Original) A method as defined in claim l t wherein the act of generating the 
digital signature further comprises acts of: 

generating a hash of the electronic document including the filled one or more 
attributes; and 

encrypting the ha$h with a private key of the signer to produce the digital 
signature. 

7« (Original) A method as defined in claim 6, wherein the act of placing the digital 
signature in the signature attribute further comprises an act of placing the encrypted hash in the 
h'igmiUire attribute. 

S> (Original) A method as defined in claim 1, wherein the signature block comprises 
n signature element, wherein the signature element comprises a hashalgorilhm attribute; a 
datelime attribute, a signcmamc attribute, a stgnertitle attribute, text, a signature attribute, and a 
cerlilicalo attribute, wherein the certificate attribute includes a digital signature of a certificate 
authority and wherein the text is displayed aflcr the electronic document is digitally signed. 

9. (Original) A method as defined in claim 1, wherein each signature block includes 
a reconstruct attribute, wherein tljo reconstruct attribute is used to reconstruct the electronic 
document and verify the digital signature in the signature block. 

10. (Currently Amended) A method as defined in claim 1, further comprising an act 
of displaying a ruwne of the signer person digitally si gnin g the electronic document . 

1 1 . (Original) A computer program product having computer executable instructions 
for performing the acts recited in claim 1 . 
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12. (Currently Amended) In a system requiring digital signatures for electronic 
documents, wherein Ihc digital signatures are attached to tlie electronic documents and can 
become separated from the electronic document, an electronic document having an embedded 
dtgilfit signature, the electronic document comprising: 

a content portion; and 

a signature block for each sign e r person that will digitally sign the electronic 
document, wherein the each signature block is separate and embedded in the electronic 
document before the electronic document is digitally signed, and wherein the each 
signature block comprises: 

a signature clement, the signature clement comprising: 

a signature attribute that stores the digital signature of the signer 
p erson digitally signing the electronic document , wherein the digital 
signature of the Siguier person is placed in the signature attribute when the 
S fener person di gi 1 al 1 v signs the document, wherein the digital signature is 
an encrypted hash of the electronic document; and 

a certificate attribute that stores a digital signature of a certificate 
authority* 

13. (Original) An electronic document as defined in claim 12, wherein the signature 
block is a notary signnlure block used for a digital signature of a notary public. 

14. (Original) An electronic document as defined in claim 12, wherein the signature 
block is a recorder signature block used for a digital signature of a recorder. 
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15. (Original) An electronic document as defined in claim 12, wherein the signature 
clement further comprises: 

a hfishalgorjthm attribute that identifies a hash that was used to hash the electronic 
document; 

a datetimc attribute that serves to times tamp the digital signature of the signer; 

text that represents a name of the signer such that the name of the signer is 
displayed after the electronic document is digitally signed; 

a signemame attribute that identifies the name of the signer; and 

a signcriitlc attribute that identi fics a title of the signer. 

16. (Original) An electronic document as defined in claim 12, the electronic 
document farther comprising; 

a routing portion that is used to electronically route the electronic document, 
wherein the routing portion' identi fics an origination server and a destination server; and 

an endorsement portion, wherein the endorsement portion is filled by a recorder 
with endorsement data required for recordation of the electronic document 

17. (Original) An electronic document as defined in claim 12, wherein the signature 
block Ruthcr comprises a reconstruct attribute used to reconstruct the electronic document to a 
previous state and wherein the electronic document further comprising a signature display 
clement, wherein a name of the signer is displayed on the electronic document after the 
olcelronic document is digitally signed by the signer. 

IS. (Original) An electronic document as defined in claim 17, wherein the name of 
the signer is displayed in color. 
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19. (Original) In a system that includes electronic documents that are digitally' 
signed, a method for validating an electronic document that is digitally signed with an embedded 
digital signature, the method comprising acts of; 

generating an electronic document, wherein the generated electronic document 
lias content; 

embedding one or more digital signatures in corresponding signature blocks of the 
electronic document, wherein one of die corresponding signature blocks is added to the 
electronic document when one of the one or more digital signatures is generated; 

reconstructing the electronic document to a previous stale using the corresponding 
signature blocks to identify data to remove from the electronic document, wherein the 
removed data corresponds to information added to the electronic document after the 
previous state, wherein removed data includes a digital signature; 

hashing the reconstructed electronic document to produce a hash result; and 

decrypting the removed digital signature to produce a signature result, wherein the 
electronic document is validated if the signature result matches the hash result. 



20. (Original) A method as described in claim 19, wherein the act of embedding one 
or more digital signatures further comprises acts of; 

filling one or more attributes of a particular signature block before generating a 
particular digital signature; and 

generating the particular digital signature such that the filled one or more 
attributes arc related to the particular digital signature, 

21. (Original) A method as defined in claim 20, wherein the filled one or more 
attributes comprise: 

a datelimc attribute of the particular signature block; and 

a certificate clement for the particular signature block. 
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22, (Original) A method as defined in claim 19, wherein a hash for the act of hashing 
the reconstructed document is identified in the signature block. 

23, (Original) A method as defined in claim 19, wherein the removed data further 
comprises at least one signature block that was added afler the signature block of the digital 
signature hciny verified 

24, (Original) A computer program product having computer executable instructions 
for performing the acts recited in claim 19, 
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25. (Original) A method for embedding a digital signature in an electronic document 
Kuel* thai Hie digital signature cannot be separated from the electronic document, the method 
comprising nets of: 

] generating content for the electronic content; 

! for each signer that will digitally sign the electronic document, embedding 

| a signature block in the electronic document, wherein each signature block 

; comprises: 

• a signature clement, the signature clement comprising: 

a habhalgorithm attribute that identifies a hash for hashing the 
electronic document; 

, : a datctime attribute for time stamping the electronic document; 

> a signature attribute for storing the digital signature of the signer; 

! and 

a ceriificate attribute for storing a digital certificate of a certificate 
! authority; 

: generating a digital signature by a signer, wherein a portion of the signature block 

is filled before the digital signature is generated such that a hash of the electronic 
document includes the por( ion of the signature block; and 

! storing Ihe generated digital signature in the signature attribute of the signature 

block. 

26. (Original) A method as defined in claim 25, wherein successive digital signatures 
; have an option of including previous digital signatures. 



Page 10 of 19 



PAGE 12/17 * RCVD AT 11/2/2005 1:05:25 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/27 * DNIS:2738300 * CS1D:8013281707 * DURATION (mm-ss):0M2 



NOV-02-2005 WED 11:08 AM WORKMAN NYDEGGER FAX NO. 8013281707 P. 13 

Applic'nliiMi No. <)0/f(75;/.% 
AniL-Uilinuiit "A" di\Ud NovcmtHT 2, 2005 
Rrply Office AcLitm nailed Muy 2, 200S 

27. (Original) A method as defined in claim 25» wherein the signature block further 
comprises: 

an optional reconstruct attribute for use in reconstructing the electronic document; 
a signcrnamo attribute identifying a name of the signer; and 
a signertitlc attribute identifying a title of the signer. 

28* (Original) A method as defined in claim 25, wherein the act of generating a 
digital signature o fa signer further comprises an act of hashing the electronic document, wherein 
a fiiiit portion of the .signature block is filled when the electronic document is generated and 
wherein a second portion of the signature block is filled just before the digital signature is » 
generated such that act of hashing the electronic document includes both the first portion and 
second portion of the signature block, wherein the generated digital signature is stored in the 
signature attribute of I ho signature block. 

29. (Original) A method as defined in claim 25, wherein the act of embedding a 
signature block occurs when the signer digitally signs the electronic document. 

30. (Original) A computer program product having computer executable instructions 
for performing the acts recited in claim 25. 
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31. (Original) A method for using an electronic document in a transaction, the 
method comprising stops for: 

preparing an electronic document, the step for preparing an electronic document' 
comprising acts of: 

entering content in the electronic document; 

embedding one or more digital signatures in the electronic document in 
corresponding signature blocks, wherein each corresponding signature blocks arc 
added when a corresponding signer digitally signs the electronic document and 1 
wherein successive signature blocks are removed from the electronic document 
when reconstructing the electronic document to a previous slate; 

performing a preliminary verification on the electronic document to ensure 
that the document v/ill be recorded, wherein the preliminary verification ensures 
that the electronic document complies with particular validation rules; 

transmitting the electronic document from an origination server to a destination 
server, wherein the origination server and the destination server are identified in routing 
data included in the electronic document; 

processing the electronic document, the step for processing the electronic 
document comprising acts of; 

validating the electronic document; 

endorsing lh£ electronic document by a recorder; 

digitally signing the electronic document by the recorder; and 

generating a receipt for the electronic document; and 

returning the recorded electronic document and the receipt to the origination 

server 
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32. (Original) A method as defined in claim 31, wherein the act of embedding one or 
mow digital signatures in the electronic document further comprises acts of: 

filling one or more attributes of a particular signature block before generating a 
particular digital signature; and 

generating the particular digital signature such that the one or more attributes are 
related to the particular digilal signature. 

33. (Original) A method as defined in claim 31, wherein the act of validating the 
electronic document further comprises an act of reconstructing the electronic document to a 
previous state by stripping data from the electronic document that is not included in the digital 
signature. 

34. (Original) A method as defined in claim 31, wherein the act of performing a 
preliminary verification further comprises acts of; 

performing a schema check on the electronic document; 

performing a profile check on the electronic document; and 

selecting the particular validation rules for the electronic document, wherein the 
particular validation rules arc specific to a jurisdiction. 
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